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Ethereum 101

. 1apter is intended to be an introduction to ¢}
This chapP O the Ethereum blockchaj '
D duced to the .fundamentals and advanced theoretical concepts b(e::hé-ulzi' g%u will be
Jiscussion on varloqs cog\ponents, protocols, and i RSN, of
;{O chain will be given in detail so that you can
: igm. Also, a practical i :

chain parac'ilgm #ap al and in-depth introducti

bk')Ling, and setting up Ethereum nodes will b e oo el ek s iware;

. € covered in this chapter. Some i
carious challenges, such as security and scala ; ohe

=S, ; bility faced by Ethereum, will also b
troduced. Additionally, trading and market dynamics will be discussed. o

understand the theory behind this

Introduction

Ethereum was conceptualized by Vitalik Buterin in November 2013. The key idea proposed
was the development of a Turing-complete language that allows the development of
arbitrary programs (smart contracts) for blockchain and decentralized applications. This is

in contrast to bitcoin, where the scripting language is very limited and allows basic and
necessary operations only.
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The Ethercum stack showing various components

-eum blockchain

.ot like any other blockchain, can be visualized as a transaction-based state
18 : - " Th
phereu? i‘lL'Q .s mentioned in the Ethereum yellow paper written by Dr. Gavin Wood. The
e, This 18
ne.

machi  a genesis state is transformed into a final state by executing transactions '
ideals tl‘iau\j’ The final transformation is then accepted as the absolute undisputed version
. _rementally

increm

tate In the following diagram, the Ethereum state transition function is shown,
Of the S atc.

transaction execution has resulted in a state transition.
where a |

——

S s
INITIAL STATE FINAL STATE
ADDRESS:4718bf7a TRANSACTION ADDRESS:4718bf7a
BALANCE:lo ETH SENDER:4718bf7a BALANCE:8 ETH
f RECIPIENT: 741F7A2

GAS PICE:0.5 ETH
GAS LIMIT:2 ETH 5| |ADDRESS:741F7a2
DATA:[....] BALANCE: 12 ETH

SIGNATURE:100FD [CODE...cciiieiiinnnnns ]

ADDRESS:741F7A2 - >
BALANCE: lo ETH

STORAGE:[0,100,0,A]

STORAGE:[0,100,ETH,A]

Ethereum State transition function
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Ethereum 101 / \
Address 4718bf7a to Addreg; -

rof 2 Ether from . 4
the state pefore the transaction execution gy l]1f7(]2
™

This will be discussed in more |e

: 2 transfe
In the preceding example, a trafl

is initiated. The initial state repr SO ooks like. it

final state is what the morphed state 197 . troduce the core idea of state tr Ullage,

' ‘ aim of this example is (0 11 i O state transitigy "
L \

the chapter, but the
Ethereum.

—- - a T
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Types of transactions, required parameters for executinn

clements of the Ethereum blockchain

e following section, you will be introduced to various components of the Ethereum
i ork and the blockchain. First, the basic concept of the EVM is given in the next section.

netW

thereum virtual machine (EVM)

stack-based execution machine that runs bytecode instructions in order to
tem state from one state to another. The word size of the virtual machine is
stack size is limited to 1024 elements and is based on the LIFO (Last in
uring-complete machine but is limited by the amount of gas
truction. This means that infinite loops that can result in
possible due to gas requirements. EVM also supports

ons occur, such as not having enough gas or invalid

hine would immediately halt and return the error to the

E

rVMisa simple
ansform the SYS
et to 256-bit. The
First Out) queue. EVMisaT

that is required to run any ins
denial of service attacks are not
exception handling in case excepti
instructions, in which case the mac
executing agent.

EVM s a fully isolated and sandboxed runtime environment. The code that runs on the
EVM does not have access to any external resources, such as a network or filesystem.
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e cture. EVM is big—endian by desi

i m-chilC i . n ang
lms(‘;””Ws (or Keccak 256-bit hash and elliptic Clry, it

¢, FVMis a stack-

As discussed earlie
\s discussed e i word size

uses 256-bit wide words. Th
cryptography computations. and EVM. The first one is called
hes the code execution, the Memg. .

called storage, is perman ent]yry i

S
1oble to contracts
There are two types of storage ‘wmlabl:confract finis
memory, which is a byte array: Wh[’i]/]\lt\/l The other typé
cleared. Tt is akin to the concept of '

stored on the blockchain. Itis a key value Store: |
ed by gas fee requirements. The storage associated y

ble word array that is nonvolatile and is majn tineg
lue are 32 bytes in size anq storage. The progra,
ry (virtual ROM) that is accessible using th
instruction is used to copy the program coge
d memory is set to zero in the EVM,

Memorv is unlimited but constrain
the virtual machine is a word addressa
as part of the system state. Keys and va
code is stored in a virtual read-only memo
CODECOPY instruction. The CODECOPY
into the main memory. Initially, all storage an

The following diagram shows the design of the EVM where th((e) ‘;Jl\r{tu’f‘i}ll ROM stores the
program code that is copied into main memory using CODEC - The main memory i
then read by the EVM by referring to the program counter and. execute.es mstrugnons step by
step. The program counter and EVM stack are updated accordingly with each instruction
execution.

VIRTUAL ROM
POP PUSH MAIN MEMORY
/—\ /\
o\[ ]| VR
4 CODECOPY CODE
L Il = OPCODE
O
S|k
: =
L ] :
g 2
o )
-l | K
——
l‘\j U STORAGE
BY TE ARRAY (SYSTEM STATE
‘ (256 BH WORD)
Y
Rt
EVM STACK
32-byte Values
/

EVM Operation

e in
L6} e -
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Chapter 7
G

EVM optimization is an active area of research

can be optimized and ‘fup.ed to a very fine degree in order to achieve high performance.
Research into the possibility of using Web assembly (WASM) is underway already. WASM
is developed by Google, Mozilla, and Microsoft and is now being designed as an open
standard by the W3C community group. The aim of WASM is to be able to run machine

code in the browser that will result in execution at native speed. Similarly, the aim of EVM
2.0is to be able to run the EVM instruction set (Opcodes) natively in CPUs, thus making it
faster and efficient.

and recent research has suggested that EVM

Execution environment

There are some key elements that are re
execute the code. The key parameters a
transaction. These are listed as follows:

quired by the execution environment in order to
re provided by the execution agent, for example, a

1. The address of the account that owns the executing code.

2. The address of the sender of the transaction an

d the originating address of this
execution.

3. The gas price in the transaction that initiated the execution.

4. Input data or transaction data depending on the type of executing agent. This is a

byte array; in the case of a message call, if the execution agent is a transaction,
then the transaction data is included as input data.

5. The address of the account that initiated the code execution or transaction sender.
This is the address of the sender in case the code execution is initiated by a
transaction; otherwise, it's the address of the account.

6. The value or transaction value. This is the amount in Wei. If the execu
is a transaction, then it is the transaction value,

7. The code to be executed presented as a byte array that the iterator function picks
up in each execution cycle.

8. The block header of the current block

- The number of message calls or contract creation transactions currently in

execution. In other words, this is the number of CALLs or CREATEs currently in
execution,

tion agent
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-ed as a tuple of nine elements, as follows
1

. visual
The execution environment can be

EXECUTION ENVIRONMENT

ADDRESS OF CODE OWNER

ADDRESS OF SENDER
RS

GAS PRICE

INPUT DATA
(TRANSACTION OR D;\T-‘&)__J

S

INITIATOR ADDRESS

1
I
|
|

)

Exccute emvirorrent T i

In addition to the previously mentioned nine fie
also provided to the execution env

resulting state, gas remaining
later), log series (described 1a

: lds, system state and the remaining 425 ¢
tronment. The execution results in producing the

after the execution, self-destruct or suicide set (described
ter), and any gas refunds.

Machine state

Machine state is also maintai :
; naintained j , 4
execution cycle of EVM. Anite lntemall? by the EVM. Machine state is u pdated after’e?dl
machine, which outputs the re;i{?sr ﬁlnct?on (detailed in the next section) runs in the ﬂf""”
tuple that consist of the following eloei'r&l‘eSlggle cycle of the state machine. Machine 3"
nts:
* Available gas

* The program ¢ i
i gTam counter, which js 5 Positive j 3
€mory contents S po e
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Chapter 7

e Active numiber of words

in memory
e Contents of the stack

The EVM is designed to handle exce

: . ptions and will halt (stop execution) in case any of the
following exceptions occur;

* Not having enough g
e Invalid instructions
e Insufficient stack items

e Invalid destination of jump op codes
* Invalid stack size (greater than 1024)

as required for execution

The iterator function

The iterator function mentioned earlier
to set the next state of the machine and
the following:

performs various important functions that are used
eventually the world state. These functions include

o It fetches the next instruction from a byte array where the machine code is stored
in the execution environment.

¢ It adds/removes (PUSH/POP) items from the stack accordingly.

* Gas is reduced according to the gas cost of the instructions/Opcodes.
e Itincrements the program counter (PC).

Machine state can be viewed as a tuple shown in the following diagram:

MACHINE STATE

AVAILABLE GAS

PROGRAM COUNTER

MEMORY CONTENTS

NUMBER OF WORDS

STACK CONTENTS

Machine state tuple

b [229]
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TOP or SUICIDE o,

jaltin normal cond'itions 11f S
the execution cycle.

LLL, or Solidity is converteq iy,
ecuted by the EVM. Solidity jg t(i)l the
m with JavaScript such as sy e
t is compiled into byte code thaxv !
alled solc. at’s

also able to halt 1l
ntered during

erpent,
_level langua e such as.s
el or for it to be ex

bvte code that EVM un od for Ethereu
high-level language that e is writter ;
write code for smart con A o Jer ¢
\nderstandable by the EVM using the Solidity comp

e that is used to write smart oy
an be used to write smart COntrarct

The virtual machine is
RETURN Opcodes are encot

Code written in a high

LLL (Lisp-like Low-level language) is another lang‘u;gc
code. Serpent is a Python-like high-level language

for Ethereum.

For example, a simple program in solidity is shown as follows:
pragma solidity ~0.4.0;

contract Testl

{
uint x=2;
function additionl (uint x)
y=x+2;

returns (uint y) {

}
}

This program is converted into bytecode, as shown here. Details on how to compile solidity
code with examples will be given in the next chapter.

Runtime byte code

323252225260e060020a6000350463989617318114601c575b6000565b34600057602960“3

opcoges 232:28852318252519081900360200190f35b600281015b91905056
X PUSH1 0x40 MSTORE PUSH1I 0 Hi

. E F x2 PUSH1 0x0 SSTORE CAIL

szgi 8xg JUMPI JUMPDEST PUSH1 0x45 DUP1 PUSH1 OxiA PUSHI? 072 CODi:

ey 020 iﬁiggNTPUSHl 0x60 PUSH1 0x40 MSTORE PUSH1 b?ga-pUéF1 O?Zw

i o0 chL g.ALOAD DIV PUSH4 0x989E1731 DUP2 EQ PUSHL 0xiC JUME:

1 CALLDATALOAngUggTPnggPDEST CALLVALUE PUSH1 0x0 TUV;T D;:~UC/

g JUldP s 'S UM & F i >

JUMPDEST PUSH1 0x40 DUP1 MLOAD SWZ

MSTORE MLOAD SJAPl S P11 S SH1 UXZ“ ADD SWAP1 PL-U-J JL
W DUPZ WA
UB PU J
H DUP2 ADD JURPDESL SWAPZ SWAPl POP Ju? . | - ’ "
PUSH1 0X2 P

<
~
=
=
o

v

.

/

I

XP

o
v

T mMm

D2

2 DUP3

oo
WO
hje)

-1
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. Chapter 7
codes and their Meaning
There are d]ifferingt(?l}i’ec?gzs tgat T been introdye li
! altiple categories based on the opeyyy: Cdin the Evp . .
into ™ " d usage is presented here, Peration the Opcodes are divided

peaning &

Y perform, The list of opcodes with their

Al Tl his group of opoq
ymetiC operations. The value of these o erat: Pcodes is used to perform basic
aritl o Perations starts from 0x00 up to Ox0b
\
\fnemonic Value | POP | PUSH | Gag Description
<TOP 0x00 10 10 0 | Halts execution
0x01 |2
LDR————-— OXOZ ” : 3 | Adds two values
MUL X 1 5 | Multiplies two valyes
re 03 |2 |1
SUB Ox 3 | Subtraction operation
i
DIV 0x04 |2 1 5  |Integer division operation
el —
DIV 0x05 |2 1 5 |Signed integer division operation
MOD 0x06 |2 1 5 | Modulo remainder operation
SMOD 0x07 (2 1 5 |Signed modulo remainder operation
ADDMOD 0x08 |3 1 8 | Modulo addition operation
MULMOD 0x09 |3 1 8 | Module multiplication operation
EXP Ox0a |2 1 10 | Exponential operation (repeated multiplication of
the base)
SIGNEXTEND | 0x0b |2 1 5 | Extends the length of 2s complement signed integer

Note that STOP is not an arithmetic operation but is categorized in this list of arithmetic
Operations due to the range of values (0s) it falls in.

e S
[ 231]
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m comparisons and Boole

ical operations d to perfor :
Log]ca o ions i operations that are L the range of 0x10 to Ox1a. n
Logical operations include Ff)these operations is in
logic operations. The value © r/"'"' _
r" ' iption
Gas | Desc11P el
Mnemonic | Value POP| PUSH _______L._..--—t-;;;
ess
% 3 0x10 |2 1 3 ol —]
3 | Greater than
GT ox11 |2 1 s . —
2 1 3 |Signed less than comparison
0 ' .
- . 2 1 3 |Signed greater than comparison
SGT 0x13 ]
:qual comparison
EQ ox14 |2 |1 3 |Equa I .
ISZERO |0x15 |1 1 3 |Notoperator
AND Ox16 |2 1 3 Bitwise AND operation
OR 0x17 |2 1 3 Bitwise OR operation
XOR 0x18 |2 1 3 |Bitwise exclusive OR (XOR) operation
NOT 0x19 |1 1 3 Bitwise NOT operation
BYTE Oxla |2 1 3 |Retrieve single byte from word

Cryptographic operations
There is only one operation in this category named SHA3. It is worth noting that this is not
the standard SHA3 standardized by NIST but the original Keccak implementation.

Mnemonic | Value | POP | PUSH | Gas Description
SHA3 ]
0x20 |2 |1 30 |Used to calculate Keccak 256-bit hash

i e »
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. nmental information

vl

D

) o a total of 13 mstructions jy, this ¢
a

Ategory, 1y
. . . + Lhege \
Y- , » addresses, 1y : : Opcodes ; :
““"]ﬂtioﬂ related tc » TUNtime envn'onments atﬁd data . b e
L forn g <
jnkt

T e Copy Operations,
¢ |Value|roP[pusy EN
\(nemonlc e 0‘1\\ lption

//- X

2 lu
\pDRESS . ::gl:glget the addregg of the currently
2 -t ! aCCOUI‘]t
CE 0x31 |1 1 20
pAL AN I P

32 |0 1 — Used to 8et the balance of the given account
ANE 2 [ st g et of thegven scouny__
ORIGIN sed to get the add

. Tess of the sender of the
Origina] transaction
0x33 |0 1

CALLER Used to get the a

e ddress of the account that
INitiated the exe

cution

Retrieves the value
instruction Or trans

m 0x34 |0 |1 2

deposited by the
action

GDATALOAD 035 |1 |1

Retrieves the input data that was passed a
parameter with the message call

mSIZE 0x36 |0 1 2 |Used to retrieve the size of the input data

passed with the message call

_’EEATACOPY 0x37 |3 0 3 | Used to copy input data passed with the
CAL

message call from the current environment to

the memory.
i i i de in the
| 2 |Retrieves the size of running the co
R el & current environment
: , ¢
3 |Copies the running code from curren
RROEGEE Fet e ! en\I')ironment to the memory
0 1 2 |Retrieves the gas price specified by the
PERRICE S initiating transaction.
ifi d
1 1 20 |Gets the size of the specified account code
EXTCODESIZE 0x3b

the memory.
4 0 20 | Used to copy the account code to
EXTCODECOPY | 0x3c

e v, [233]
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Ethereum 101

Block Information \

This set of instructions is related to retrieving various attributes associated With o blog

k:
Mnemonic Value | POP | PUSH | Gas | Description \
BLOCKHASH |0x40 |1 |1 20 | Gets the hash of one of the \

completed blocks ¥
COINBASE  |ox41 |0 1 2 |Retrieves the address of them
block ¢
TIMESTAMP |[0x42 |0 il 2 |Retrieves the time stamp set inthem
NUMBER 0x43 (0 1 2 | Gets the block’s number \
DIFFICULTY |0x44 |0 1 2 |Retrieves the block difficulty \
GASLIMIT 0x45 |0 1 2 | Gets the gas limit value of the block\
™
Stack, memory, storage and flow operations
Mnemonic | Value | POP | PUSH | Gas | Description T
POP 0x50 |1 0 2 |Removes items from the stack e
MLOAD 0x51 |1 1 3 Used to load a word from the memory,
MSTORE |0x52 |2 0 3 | Used to store a word to the memory. ]
MSTORE8 |0x53 |2 0 3 | Used to save a byte to the memory .
SLOAD 0x54 |1 1 50 [Used to load a word from the storage
SSTORE 0x55 |2 0 0 |Savesa word to the storage
JUMP 0x56 |1 0 8 | Alters the program counter
JUMPI 0x57 |2 0 10 | Alters the program counter based on a condition |
PC 0x58 |0 1 2 Used to retrieve the value in the program counter !
before the increment. I
MSIZE 0x39 |0 1 2 |Retrieves the size of the active memory in bytes, |
GAS Ox5a |0 |1 2 |Retrieves the available gas amount —
JUMPDEST|0x3b 10 10 |1 |Used to mark a valid destination for jumps with ™
effect on the machine state during the E’_‘f_c_u_“_(jf‘,/

e
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wr;](i()lls ( ."1"--: p

11l
|l.‘l - ans include PUSH oporags
sration: : . Peration.
T ns { at are

ﬂu‘“‘( these instructions is from (xq) to Ox7f. - i

“mi(;,:‘(hp VM. PUSH operation, whic), reads r:(‘:;:'v ?r(. 32 PUSH f:;:(rr;l,' the stack 7 he
‘('1 i 1 t 0 h o ‘Fe 0Ny ,]'./,)"r,‘h -
L e Value POP m(‘\ yte array of the pr”iimrr'\ r(.lrl“H,
,mn e S| 1d§ DQSC o . ) e,
‘W“H] SUSH [0x60 .. {0 1 3\ - Mption —
R L ; sed ¢ ) |
rL it byte  place jy rght-aligne bi : '
yte item(s) gned big-endian |
{ that rangeg fon i stack. N js a value .
Word 8e: M Ibyte to 32 bytes (fyn |
—L | ) based 0 ytes (full

‘ n the Mnemonic ysed.
plication Qperations

qame suggests, duplication operation

;
,T’/f Value POP | PUSH | Gas Description

Mnemonic
/
0x80... [X 3 : ;
P o 3 Used to duplicate the nth stack item, where N
DUP16 is the number corresponding to the DUP

instruction used. X and Y are the items
removed and placed on the stack,
respectively.

Exchange operations

SWAP operations provide the ability to exchange stack items. There are 16 SWAP
instructions available and with each instruction, the stack items are removed and placed
incrementally up to 17 items depending on the type of Opcode used.

Mnemonic Value  |POP |PUSH | Gas | Description

SWAP1., . 0x90 ... [X Y 3 | Used to swap the nth stgck item, where N is
SWAP16 0x9f the number corresponding to the SW AP
instruction used. X and Y are the items

removed and placed on the stack,
respectively.

\

[ —
o [235]
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entries on the sub-state tuple's |y, .
pcodes to aPPendtLOtgl and they range from value Ox(, %()senes

Logging operations
ations provide 0

Logging oper : ilable in
ﬁ:l%ig.lTlglerE are four log operations LS
i
: pOP | PUSH | Gas __lie_SEil_P’______ ; .
Mnemonic Value ___..—-—-——*“"——'—— USed to append 108 record with N tOPlCS, Wher
LOGO. .. ox0a ... [ X |Y(O) 375, N is the number corresponding to the LOG
750, sed. For example, LOGO means 3 |,

== et Opcode u
1125, relzord with no topics, and LOG4 means 3 |o

. record with four topics. X and Y represent the
i ‘tems removed and placed on the stack,

respectivcly. X and Y change incrementallyl
starting from 2, 0 up to 6, 0 according to the 1,0
operation used.

—_—

System operations
System operaﬁons are used to perform various s_vstum-rclatcd operations, such as account
creation, message calling, and execution control. There are six Opcodes available in total i

this category.

Mnemonic Value |POP|PUSH | Gas | Description

CREATE 0xfo |[3 1 32000 | Used to create a new account with the
associated code.

CALL Oxfl |7 1 40 Used to initiate a message call into an account.

CALLCODE 0xf2 |7 |1 40 [Used to initiate a message call into this
account with an alternative account’s codée'_’

RETURN 0xf3 |2 0 0
DELEGATECALL |Oxf4 |6 1 40

’ ta.
Stops the execution and returns output daté. |

The same as CALLCODE but does not chérg
the current values of the sender and the v2lu¢

SUICIDE Oxff |1 0

registered for deletion later o

Cussed. There are 129 opcodes available in
total.

In this section, all EVM o
, pcodes have b i
EVM of the homestead release of Ethereete;n%;\s

e ——

0 Stops (halts) the execution and the account is

“‘M“‘M\ &
[236] e
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Accounts -1 blocks of the Ethereum blockchain. The state i
Accounts are one of the main building on between accounts. Operations performeg

. . ti
I as a result of the interac i " i _ '
B resent state transitions. State transition is achieved using
between and on the accounts rep - :on. which works as follows:

what's called the Ethereum state transition function,

i

!‘\J

Confirm the transaction validity by checking the syntax, signature validity, ang

nonce.
Transaction fee is calculated and the sending address is resolved using the
signature. Furthermore, sender's account balance is checked and subtracted

accordingly and nonce is incremented. An error is returned if the account balanc

is not enough.
Provide enough ether (gas price) to cover the cost of the transaction. This is
charged per byte incrementally according to the size of the transaction.

In this step, the actual transfer of value occurs. The flow is from the sender's
account to receiver's account. The account is created automatically if the
destination account specified in the transaction does not exist yet. Moreover, it
the destination account is a contract, then the contract code is executed. This al
depends on the amount of gas available. If enough gas is available, then the
contract code will be executed fully; otherwise, it will run up to the point wherel
runs out of gas,

In cases of transaction failure due to

insufﬁcient a nce or gas, all state
changes are rolled back with the exc coount bala b

eption of fee payment, which is paid to th¢

Finally, t : .

fee is ;};aigi;?}?: irrf:er (if any) of the fee is sent back to the sender as change and
rs ; g .

resulting state, accordingly, At this point, the function returns the

\\[238]\ B
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Chapter 7

Types of accounts

There are two types of accounts in Ethereum:

e Externally owned accounts
e Contract accounts

The first is externally owned accounts (EOAs) and the other is contract accounts. EOAs are

similar to accounts that are controlled by a private key in bitcoin. Contract accounts are the
accounts that have code associated with them along with the private key. An EOA has ether
balance, is able to send transactions, and has no associated code, whereas a Contract

Account (CA) has ether balance, associated code, and the ability to get triggered and

execute code in response to a transaction or a message. It is worth noting that due to the
Turing-completeness property of the Ethereum blockchain, the code within contract

accounts can be of any level of complexity. The code is executed by EVM by each mining
node on the Ethereum network. In addition, contract accounts are able to maintain their

own permanent state and can call other contracts. It is envisaged that in the serenity release,

the distinction between externally owned accounts and contract accounts may be
eliminated.
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Ether

Ether is minted by miners as a currency reward for the computational effort they spend in
order to secure the network by verifying and with validation transactions and blocks. Ether
< used within the Ethereum blockchain to pay for the execution of contracts on the EVM.
Ether is used to purchase gas as crypto fuel, which is required in order to perform
computation on the Ethereum blockchain.

[ 247 ]
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as follows:

The denomination table is shown
e ] /.

Unit Wei Value Weis

Wei 1 Wei 1

.
Babbage [ 1¢3 Wei [ 1,000

1e6 Wei 1,000,000
| —
1e9 Wei 1,000,000,000
[Eisah ety
1e12 Wei 1,000,000,000,000
o matibE
Finney 1e15 Wei 1,000,000,000,000,000

]
Ether 1e18 Wei 1,000,000,000,000,000,000

ormed by the EVM on the blockchain, A 4
+ A detajlg d

Lovelace
__,__—————‘
Shannon

Szabo
[l

1I:ees are charged for each computation perf
ee schedule is shown in the upcoming section.

Gas

Gas is required to be pai
) e paid for ever i
is a . y operation erform
duer;e:}}::l;z?n?at ensiues that infinite loopspcannot c(fuzg ttll:: et}l:elreum blockchain Th
-complete nature of the EVM c whole blockchain to « s
amount of Ethe : € . A transactio : chain to
150 B ’fransacii?;csi :Z Lakgn from the account balance of thz :f: is charged as some =
A ——— bee I;Z;:(lu(;ied by miners for mining, If this?sac_tlon originator, A fee;
transactions will be picke g it Ei) BP; tht? more the fee, the highe ee is too low, the =
rtxrsrllsa(:ﬁon Lot st approl;rizttehfe mmeés for inclusion in therba;roe lihEChanCes that the
many complex operati ee paid is included i ck. Conversely
is not enough. In thi ons to perform, it can , in the block bv mi y, if the
. In this ca / result in y miners b
i s _ se, the transaction will fa; an out-of- ) ut has too
e transaction originator will nzcthon will fail but will still %:5 exception if the gas cost
get any refund. made part of the block

g

Tot
al cost = gasUsed * gasPrice

[248] —
/

(% Scanned with OKEN Scanner




[ ———— Chapter 7

Here, gasUsed is the total gas t'h.at IS supposed to be used by the transaction during the
oxecution and gasPrice is specified by the trang

] action originator as an incentive to the miners
o include the transaction in the next block. Th

nsack : is is specified in Ether. Each EVM opcode has
2 fee assigned to it. It is an estimate because th p

. b L >~ 1€ gas used can be more or less than the value
<pecified by the transaction originator originally. For example, if computation takes too
ioﬂg or the behavior of the smart contract cha

Nges in response to some other factors, then

. _ : or less operations than originally intended and
can result in cONSUMINg more or fewer gas, If the execution runs out of gas, everything is

:mmediately rolled ba§k; otherwise, if the €xecution is successful and there is some
remaining gas, then it is returned to the transaction originator.

Each operation costs some gas; a high leve] fee schedule of a few operations is shown as an

example here:
Operation Name | Gas Cost
step 1
stop 0
suicide 0
sha3 30
sload 20
txdata 5
transaction 500
contract creation |53000

Based on the preceding fee schedule and the formula discussed earlier, an example
calculation of the SHA3 operation can be calculated as follows:

* SHAS3 costs 30 gas
* Current gas price is 25 GWei, which is 0.000000025 Ether
* Multiplying both: 0.000000025 * 30 = 0.00000075 Ether

In total, 0.00000075 Ether is the total gas that will be charged.
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Fee schedule

ged in three seen

< - . \ .

(A i q Aas ] I)l'(‘r(‘(]“id‘ilc l() lh(,' CXCLUU()“ ()f an ()p( rall()[ :
‘ ( 'N'l()-‘ [ .‘ «

JC S IS *hi\l' « l

L ) 1 ‘A i m

ation or messa
of memory

o call

e Jor contract cre 4

o Increase in the usage
' ' as values has been provide

A list of instructions and various operations with the g@ P d

previously in the chapfer.

Messages

Messages, as defined in the yellow paper;
two accounts. A message is a data packet p
contains data and value (amount of ether).
(autonomous object) or from an external actor
transaction that has been digitally signed by the sender.

are the data and value that are passed betwee
assed between two accounts. This data packey
It can cither be sent via a smart contracl

(cxlurnally owned account) in the form of

Contracts can send messages to other contracts. Messages only exist In the execution
environment and are never stored. Messages are similar to transactions; however, the maiy

difference is that they are produced by the contracts, whereas transactions are produced by
entities external (externally owned accounts) to the Ethereum environment.

A message consists of the components mentioned here:

Sender of the message

Recipient of the message

Amount of Wei to transfer and message to the contract address
Optional data field (Input data for the contract)

Maximum amount of gas that can be consumed

S I

Messages are generated when CALL or DELEGATECALL T
contracts. ¢ y
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calls

| does not broadcast anything 1o (e blockel
gjon and runs lncﬂ_"}’ on the node, 1 g almog|
tun\‘ (e any §as as itis a read-only ope '
;.on:l‘llv ona node and generally do oy e
RALLN

— Chapter 7

\

A cal “llilll; instead, i ig
piblor, 1§ w'n local function call, It does not
* Bakin to 9 dry run, Callg are executed

. ' Sull in g
Folelk pie ki S as ((m\zl slate (:hangc. As defined in the yellow
' raccount to anothe inat

. 't If the destinatic

) n

\\\L‘ll 3/ )
{ as an associated EVM ¢ :
secount h.'lh\ ’ﬂ: ‘wcrfm“m Wl .(?(\‘;‘, then (he Virtual machine will start i
" 0sSAge to cquireg Operations, |f the message ge d j - i . b
then the call passes any data returned frop, the viril;;lgl;“”ll\' b el
dlmachine operation,

alocal call to a contract

Obi L‘C t '

ate 15 altered by transactions. These are Created by oxte

 broadcasted to the Ethereum N rnal factors and are signed and

the

Mining
Mining is the process by which new currency is added to the blockchajn. This is an

incentive for the miners to validate and verify blocks made yu of transactions. The mini
kg The
process helps secure the network by verifying COmputations,p mining

Ata theoretical level, a miner performs the following functions:

1. Listens for the transactions broadcasted on

: : the Ethereum network and
determines the transactions to be processed

2. Determines stale blocks called Uncles or Ommers and includes them in the block.

3. Updates the account balance with the reward earned f
the block.

4. Finally, a valid state is computed and block is finalized, which defines the result
of all state transitions.

rom successfully mining

The current method of mining is based on Proof of Work, which is similar to that of bitcoin.
When a block is deemed valid, it has to satisfy not only the general copsi'stency
requirements, but it must also contain the Proof of Work for a given difficulty.

The Proof of Work algorithm is due to be replaced with the Proof of Stak.e algorithrr}; “f;g‘
the release of serenity. Considerable research work has been carried out in order to bui
the Proof of Stake algorithm suitable for the Ethereum Network.
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: ' lace the exjst;
Joped, which will rep stin
. - has been dcvdopcd, f Tommetl cars e econom; P
An Algorithm named Casper has = is a security deposit bas o protOCOl
An Alg §is ¢ ‘urily deposit before they can produce blockg
a sec '

e Thi

. . l*ihl" cum.

Work algorithm in slace '

: g . ct of placin i
where nodes are required to | in Casper, whereas fhe ’ B Securlty

et
-d validators
have been named bonded ve

OdEg

deposit is named bonding,.

Ethash

ithm used in Ethereum. Origina; , thi
Ethash is the name of tl'u;_I Prcl)(?lf] f(ftZV:lrgl; :ilg\(;rr\ ttglrlr}c cortch s ehomgest sinfc;e theyﬁ;[?tls Wag
i};rfffs;f;f:tiﬂo]ﬁ El?(fi; %eé Pssvualgoritlun has now evqlved 'into what's kt;\own as Ethagh
nm}\'. Similar to bitcoin, the core idea behinq mng 18 tg f?nd a noncti: at once hashed the
result in a predetermined difficulty level. I_m’flally, the dlffmulty was ow'when Ethereyp,
was new and even CPU and single GPU mining was pr.ofltable to a certain ex"cer'xt, but thys
1s no longer the case. Now either pooled mining is profitable, or large GPU mining farm

are used for mining purposes.

Ethash is a memory-hard algorithm, which makes it difficult to be implemented on
specialized hardware. As in bitcoin, ASICs have been developed, which have resulted in
mining centralization over the years, but memory-hard Proof of Work algorithms are one
way of thwarting this threat and Ethereum implements Ethash to discourage ASIC
development for mining. This algorithm requires choosing subsets of a fixed resource called
DAG' (Directed Acyclic Graph) depending on the nonce and block headers. DAG is around
2 GB in size and changes every 30000 blocks. Mining can only start when DAG is
complgtely generated the first time 4 mining node starts. The time between every 30000
blocks is around 5. days and is called e€poch. This DAG is used as a seed by the Proof of

Work algorithm called Efhag, i . -
defined as 30,000 blocks. ' Accordmg to current Specifications, the epoch time is

reward, In order ¢ achievee alllowed Per block ang are rewarded 7/8 of the normal bloc
block. The rewarg, - :t ly2 sreocond.block time, block difficulty is adjusted at every .
how fast 4 miner can hash. Proportiong) to the miner's hash rate, which basically

Mining can be performed by «: .
; , Y Simply ioin; ,
4ppropriate client. The key requifer);frﬁuil;g the Ethereum network and running an he

Main network before mining can start that the node should be fully synced with
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- the upcoming section, va

n

rous Mmethods of mining are mentioned.

cPU mining

gven though not profitable on the majp net, CPU Mining is stil] valyapje on the test
_twork OT even a private ne.ztwork 10 experiment with mining and contract deployment.
private and test networks will be discussed with

rzeﬁ’l example is shown on how to

practical examples in the next chapter. A
X start CPU mining he
switch in order to start mining:

re. Geth can be started with mine

geth —mine -minerthreads <n>

CPU mining can also be started using the web 3 geth console. Geth console can be started
by issuing the following commang-

geth attach

After this, the miner can be sta

rted by issuing the follow
true if successful, or false othe

ing command, which will return
rwise. Take a look at the f

ollowing command:
Miner.start ( 4)

True

GPU mining

At a basic level, GPU mining can be performed easily by running two commands:
Ceth ~—rpc

[253] e —
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Jly downloaded, Ethminer ¢y, be

ain is fu

dalone miner that can also be used in the 3 Tup

1 be downloaded from hetps: //github,cOm;
Genr

v

nning :
Fthminer 15
ing pools. It cal
1eases:

Once geth is up and ru
in order to start mining.

mode to contribute to mimn
_hereum/:ree/master/re

-
ad/CU} \

ethminer -G
priate graphics card is installed ang

 assumes that the appro .
raphics cards are found, ethminer will retyy, a
n

g screenshot:

Running with G switc
configured correctly. If no appropriate g
error, as shown in the followin

Error in case no appropriate GPUs can be found

GPU mining requires an AMD or Nvidia graphics card and an applicable Open(l,

NVidia chipset, it can downloaded from https://developer.nvidia com/P DK, for
s. For AMD chipsets, it is available at http://developer.amd. COm/to.ol cuda-dounlogg
l-zone/amd-accelerated-parallel-processing-app-sdk. S—and—sdks/openc

Ethminer can al
also be used to run benchmarking, as shown in the follow:i
Ing screenshot,

There are two modes
that can be :
MhicormEidngs fe here-e invoked for benchmarking. It can either be CPU or GPU

CPU benchmarking

$ ethminer -y —¢

GPU benChmarking

$ ethminer -M -G

\
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The following screenshot example

18 shown for cpy mining be

nchmarking;

AN Y BRSNS .-

DS

CpU benchmarking

The GPU device to be used can also be specified in the command line:

$ ethminer -M -G —--opencl-device 1

As GPU mining is implemented using OpenCL AMD, chipset-based GPUs tend to work
faster as compared to NVidia GPUs. Due to the high memory requirements (DAG creation),
FPGAs and ASICs will not provide any major advantage over GPUs. This is done on
purpose in order to discourage the development of specialized hardware for mining,.

Mining rigs
As difficulty increased over time for mining Ether, mining rigs with multiple GPUs were
starting to be built by the miners. A mining rig usually contains around five GPU cards, and

all of them work in parallel for mining, thus improving the chances of finding valid nonces
for mining,.

1 i 4 rarious
Mining rigs can be built with some effort and are also available commizlr.cxcaullgQ ef(rioinl?t;‘znou.
vendors. A typical mining rig configuration includes the components diSCuss
upcoming sections.

Motherboard

' , for examp
A. Specialized motherboard with multiple PCI-E x1 or x16 slots, for
Flor ASRock Hs1, is required.

le, BIOSTAR Hi-
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SSD hard drive ocommended because of its mycl, %
(Stor

1 e e xod. The .
An SSD hard drive 18 required. T! mainly used to store the blocy
C

ivale
performance oVer (he analog equive

gD drive isr

This will be .

t of the rig as it is the main workhorse thyy i
C i le

GPU
apphire AMD Radeon R9 380 with 4 Gp RAM

The GPU is the most import

used for mining. For example,
n is usually chosen as the operating system for the rig, Tp,
. There

lable, called EthOS (available at http://ethosaigy,
cum mining and supports mining operations natinfy' 0

ant componen
itcanbeas

Linux Ubuntu's latest versio
also another variant of Linux avai

/), that is especially built for Ether
Finally, mining software such as Ethminer and geth are installed. Additionally, some
are is also installed so that rigs can be

remote monitoring and administration softw
monitored and managed remotely, if required. Itis also important to put appropriate 3
ate air

conditioning or cooling mechanisms in place as running multiple GPUs can generate 3|
dlCa lot of

h]eat, This also necessitates the need for using an appropriate monitoring software that
i : » [4
alert users if there are any problems with the hardware, for example, if the GPUs ar at can
S are

overheating.

A mining ri
£ g for Ether,
cum for sale g
tcBay

e ———
R | . —
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Mining pools

There are manyfo:lm((:) (1)1111“‘}18 Plools that offer Ethereum mining. Ethminer can be used to
R ~J d 2 . « C B

connect toa T;:t]g é;n};mll ;lbtlll:{; the following command. Each pool publishes it own

. ctructions, ally, tE process of connentine « i ‘ ¥

instruc , onnecting to a pool is simi

from ethereunpool. co is shown here; 60 a poolis similar. An example

Chapler 7

ethminer -C -F
http://ethereumpool.co/?miner=Q 1€0x024a2
c@DrEquinox a 0cc5feba7f3dc3776075b3e60c20eb1459

Screenshot of cthminer

Clients and wallets

As Ethereum is under heavy development and e
clients, and tools that have been developed

following is a list of all main components, client software, and tools that are available with
Ethereum. This list is provided in order to reduce the ambiguity around many tools and
clients available for Ethereum. The list provided here also explains the usage and
significance of various components.

volution, there are many components,
and introduced over the last few years. The

Geth

This is the Go implementation of the Ethereum client.

Eth

This is the C++ implementation of the Ethereum client.

Pyethapp

This is the Python implementation of the Ethereum client.
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. EthCore is
d by EthCore. Et a com
ltogirit)’ycan be downloaded frgp, hff}?y

Parity sing Rust and deve

. . i t l'l .l . n

This implementation 18 buil i e parity lie

tl ; works on the developmen
1at works

i ml.
. //ethcore.io/parity. ht

. ients in. This allows low regq
nght CI 1 subset of the blockchain et Urce
SPV clients download ony & 12 edded devices, or tablets, tobe a erify the

devices, such as mobile phones, eIIlb1 : i in thi
A ] ] kchain an d node are not reqt red in

: SPV clients are also called | h
i i i cution of transactions. i :
SPV clients C.zn St_lilsggi;’ffofgietzfn SPV clients. There is a wal}lft lavanlal:;;e frfl)m Jaxx
dljl/l?s' Thlf:/ (;avlvhich can be installed on i0S and Android, which provides the Spy
s://jaxx. ,

(Simple Payment Verification) functionality.

Installation

The following installation procedure describes the installation of va r?'()us Ethereum cliens
on Ubuntu systems. Instructions for other operating systems are available on Ethereum
Wikis. As Ubuntu systems will be used in examples later on, only installation on Ubunty
has been described here.

Geth client can be installed by using the following command on an Ubuntu system;

sudo apt-get install -y software-properties-common

sudo add-apt-repository ~Y PPa:ethereum/ethereum
sudo apt-get update

sudo apt-get install =Y ethereum

VV vy

> geth

R — (258 — —
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fthist
follOWm

, sudo apt-get install cpp-etherayp

implementati ;
s the C++ implementation of tlye Ethel‘eum di
g command on Ubuntuy: entand can be installed using ¢,
£ ng e

Mist browser

. ris a user-friendly interf
Mist browSer ! ace for end users wi
nterface that is used to browse DAPPS and for accofnvtvih a feature-
management. Mist installation is covered in the next chaptaer;
isti hed for the first time it will ivss:
When Mist is launc Irst time, it will initial; i
o with the network. Tt can take from  four alize geth in the background and will

ours to a few d i
and type of the network to fully synchronize with the networka%? ”?:sl,)t?\?eilinsguzzshglspeed
. , then

synCing compl.etes relatively faster as the size of TestNet (Ropsten) i i i
More information on how to connect to TestNet will be p(rov?deedni)nl i}?eof\:itbéﬁa?tzdmmd-
I.

rich graphical user
agement and contract

LAUNCH APPLICATION

Mist browser starting up and syncing with the main network

Mist browser is not a wallet; in fact, it is a browser of DAPPS and provides a user-friendly
user interface for the creation and management of contracts, accounts, anfi browsing
decentralized applications. Ethereum wallet is a DAPP that is released with Mist.

d accounts and, based

Wallet ; : ivate keys and associate
18 a generic program that can store private key of Ether associated

On the addresses stored within i, it can compute the existing balance
With the addresses by querying the blockchain.

i [259]
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ed to MyEtherWallet, which is an open source .
\Qr

e but are not Jimit ; ot b o &
: runs in the client DIOWSEL. Thi :
JavaScript. MyEtherWallet Sis Vailay,

jet .com-

sys. This is 2 cold storage br
whether the computer on w

Other wallets includ

wallet developed in
athttps://www.myetherwal

Icebox is developed by Consen
storage of Ether. It depends on
to the Internet or not.

owser that provides secur
3 @

hich Icebox is run'is conp,
Cleq

um for desktop: mobile, and web platforms, A
the following image: S

or ethere
named Jaxx is shown In

Various wallets are available f
popular Ethereum i0S Wallet

sese’ gilfgall L

JOXX

O

Jaxx Exp
Sireum wallet for 108
o D \:*‘“Sz e

v
s e vy

o ——
e ——
o ——
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he plockchain is synchronized, Mjist will ]

g::e ample, four accounts are displayed vy, fsgglaiﬁg PO the following interface. In

- pbereem wallet

Accounts €At View Develop Window Help

et
:;krlu'\\\

SEND

D') DALANCE
CONTRACTS 0.00 etuer

Accounts Overview

[ACCOUNTS |

!
k(@-!nlc;\):'.f-“.'tp":lt(‘t: 7o) A (a0 hole ehe e "

T/ "emnd transachions.

/ ACCOUNT | P account K

i ALOT 3
8 ¢ ALCouNT S i

I
ADD ACCOUNT [

Orve yow Pave M7 1NAN | ether you (0
URDE 30Nt 30 hawe &0 oy

e Cortracts rsn

NO TRANSACTIONS YET

My brwscr

Anew accounts can be created in a number of ways. In the Mist browser, it can be created
- /

by clicking on the Accounts menu and selecting the New account or by clicking on the Add
account option in the Mist Accounts Overview screen.

Add new oot

——
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' ing fi -
as shown 1m the preceding lgure; once y,

,d to be Set/ 1 i 3
Vol the accounts overview section of the Misy broy,

e using the geth or parity comm and.;
€

The account will need a pass " in
is + will be display® .
account is set up, 1t W1 X
and lin

via the comm )
ed t section.

Accounts can also be add . -
hown 11 the n

interface. This process 15 5

Geth
$ geth account new _ o GAHE & B
Your new account is locked with a password. P g pPassword, D°lmt
forget this password.
Passphrase:

Repeat passphrase:
Address: {21c2b52e18353a2cc822332

drequinox@drequinox—OP7010:~$

2b33559c1d900c85d}

The list of accounts can be shown using geth using the following command:

$ geth account list

Account #0: (11bcc1d0b56c57aefc3b52d37e7d6c2c90b8ec35}
/home/drequinox/.ethereum/keystore/UTC——Z016—05—07T13-04-15.175558799z_

-11bcc1d0b56c57aefc3b52d37e7d6c2c90b89c35

Account #1: {e49668b7ffbf031bbbdab75222bdb38e7e3e1b63)
/home/drequinox/ .ethereum/keystore/UTC--2016-05-10T19-16-11.9527222052--

e49668b7£fbf031bbbdab7a222bdb38e7e3elb63

?:count #2:.{21c2b52e18353a2cc8223322b33559c1d900c85d}
ome/drequinox/.ethereum/keystore/UTC--2016-11-29T22-48-09.8259710902-

—-21c2b52e18353a2¢cc8223322b33559¢1d900c85d

The geth console

The geth JavaScri
pt console can be use )
account can be created by attaching gegfo perform various functions. For example, an
o) .

4___———”’//

[262]
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L can be attached wi

GCH

= 3
A g2th attach

ipt console!

eta-abedsz 1
a6 dgcc—ZOIGLllE/R?G 64-13
~dNUx-gnu/zuste)

0000000 =
0006000000000000607 A AL

GMT)

arityili.o pa

~1t3~’_acCount3:1_rJ person

al:il.q

Once geth is successfully attached with the running instance of the ethereum client (in this
nt (in

case, patity), it will display command prompt >, which provi i i
‘ ; : ’ vides
line interface to interact with the ethereum client using ]EvaScriptir(l);:ttifr?sc e command

For example, a new account can be added using the following command in the geth
console:

> personal.newAccount ()

passphrase:

Repeat passphrase:
n0xc64a728a67ba67048b9cl60ec39bacc5626761ce"

>

The list of accounts can also be displayed similarly:

> eth.accounts
[“0x024a20cc5feba7f3dc3776075b3e60c20eb1459c",
"0x11bcc1d0b56c57aefc3b52d37e7d6c2c90b8ec35",
"0xdf482f11e3fbb7716e2868786b3afede1c1fb37f" .
"0xe49668b7ffbfo31bbbdab7a222bdb38e7e3e1b63" ’
"Oxf9834defb35d24c5a61a5fe745149e9470282495“ )|

Funding the account with bitcoin

This option is available with the Mist browser b}{ clicking on thg a
the option to fund the account. The backend engine used for this c?peri
and can be used to fund the account from bitcoin or other currencies,

currency option as well.

ccount and then selecting
ation is shapeshift.io
ncluding the fiat
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d Ether will be av

¢ (ransferre

Once the exchange is completed, th

o &% shifty , el
um wallet Accounts gdit View pevelop window HEWP

Ethere
1) gitcoln 10

send 0.02568731 g
dEha3oPmyBJprTzo

ISonnegBNSHKk9F2q

02 9 Ether, and sent to

|t will be convened int
2868786b3a1edeic|1b37r

Oxdf482ﬂ|e.’ﬂbb7716€

9:28 unty €xpiratioy

Deposit Address 15ﬂonc~gBN5HKk9F2quhnBoPmyBJprTlO

1

Avaiting Deposit

Destination
ommazmealbb771602868786b1medemmm
Dapontt Maalmum

Exchange Rate -
1 BTG = 7824876631 ETH 6 821047
43 81C

Deposit Limit
20463 B1C

Poverred by Shaps Saft o
1}

Parity installation

Parity is another i
another :
el la[:gﬂlf?l%;mtmn' of .the Ethereum client. It has been wri :
performance, small f‘o%kt.p . etmandn aim behind the development oLfn g (lttc-n i, L
, SMé rint, and reliability. Pari ° parity is high
cO ¢ re ]abl 2 . J |
mmands on an Ubuntu or Mac 5\’stem-l ity. Parity can be installed using the ?ollowing

bash <
(curl https://get.parity.io -Lk)

This will initi
itiate the downl ;
parity is completed, the i oad and installation of th 5 o
netstat client ?s s da’etx};i Il.lnts}:aller will also offer the ;sfaallﬂh client. After the installation of
displays them on stats.ez! a‘t runs in the background an(ajnO?IOf the netstats client. The
“ats.ethdev.com collects important statistics and

e

[264]
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Clmpt,_vr 7
¢ installation of parity

is shown i ,
A sampl Whin the following screensho:

T F © drequinox@drequinox-0P7010: fopt

cquLhOXRrequinox-0PTO10: JOpTS bash <(curl kitps:
dr:q;n‘;‘ % Recelved % Xferd  Average Speed P;iéigtt.¥:rlly.lo “Lk)
ne

Dload  uplo

(o0 54 10 153 B @ axn : ;dv_:f‘.’t‘ﬂ‘ssaem Left Speed
ybb 158 1000 138 O 0 211 B R o Al
100 12876 100 12876 ) 0 11829 ) G e 5 ee
.~ Checking 05 dependencies H : NN (fart

Ubuntu, but version not supported

corl

apt-get

sudo

Tine" Current

3 3 <(3)3
—-» OK, let's install Parity now!
Last chancel Sure you want to install this softwares (Y/n] v
--> Tnstalling Parity build dependencies
-y Verifying installation
apt-get
—> Installing parity
% Total (X Recelved X Xferd i {Average:Speed I Tine ik T1os "
Dload: Upload  Total Spent Ilne Current
109 5449k 100 5349k o 0. 648k 0 °0:00:08 B9:pp: eft Speed
(Reading database ... 227048 files and directories C“rrenél 108 - otooi-- B2k
preparing to unpack /tmp/parity.deb’ ... 3 ! y installed.)
unpacking parity (1.4.4) over (1.4.4) ... .
setting up parity (1.4.4) ...
s beer

==> Pg;i1y ha wnstalled

Netstats Would you like to download, install ang configure a Netstats client?

Installing netstats
Please enter the netstats secret: alBele5ohibs2fa -
please enter your instance name: dr.=quinox!
Please enter your' contact details (optional):

## Installing the NodeSource Node.js v0.12 repo..:

Once the installation is completed successtully, the following message is displayed.
Ethereum parity node can then be started using parity -j.If compatibility with geth is
required in order to use Ethereum wallet (Mist browser) with parity, then the parity -
geth command should be used to run parity. This will run parity in compatibility mode
with the geth client and will consequently allow Mist to run on top of parity.

drequinox@drequinox-OP7010: /opt

| Spawning PM2 daemon with pm2_home=/home/drequinox/.pm2
PM2 Successfully daemonized
[PH2][WARN] Applications node-app not running, starting...
{ App [node-app] laupched (1 instances)

App name = id | mode ' pid status | restart uptime cpu nmen watching

node-app - 0 [T 6018 | online . 6 0s 13% | 18,2 MB

Use ‘pm2 show <id/name>" to get more details about an app

==> All done
7=> Next steps saa
52> Rup i . to start the Parity Ethereum client.

drequinox@drequinox-op7010:/opts il

Parity installation
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<.net/. Anexample is shown, .
s

Ethercum 101 -
B
ally be listed on neeps://

The client can option

follows:

| .\Lnlale

li blw .ulnllm..n]

are listed on the ethstats.net, as shown in the following screengho
tributes, such as the node name, node type, 1atency

All connected clients
pending transactions, last block, difficultly

These clients are listed with relevant a

mining status, number of peers, number of
block transactions, and number of Uncles.

Client listed on htps //ethatats net/
P

Parity also offers a user-friendly web interface from where various tasks, such as account
’ C
management, address book management, DAPP management, contract management, and
/

status and signer operations, can be managed.

This is accessible by issuing the following command:

$ parity ui

[266] — e
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Chapter 7
will bring up the interface shown ag follows:

This

ACCOUNTS

ACCOUNTS OVERVIEW

B -

W aser nerface

If parity is running in the geth compatibiliny,

| . maode, the parity Ul is disabled. In order to
enable the Ul along with geth compatibilipy

- the following command can be used:
$ parity --geth --force-ui

The preceding command will start parity in the

: . f geth compatibility mode and also enable the
web user mterface,

Creating accounts using the parity command line

The following command can be used to create a new account using parity:

§ parity account new

Please note that password is NOT RECOVERABLE.
Type password:

Repeat password:

ARY

PARTLIENT LISR

~—— [267]
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The Ethereum network

twork w articipate i
Ethereum network is a peer-to-peer network where nodelrS1 p . p ge Hcl) ?(rder o
The Ethereu : ; .
LEE l:a;ﬁ th e’ blockchain and contribute to the consensus mechanism. Networks canbe
malni )

< # i usage.
A i into onre UII'ementS and g
di ldEu Intc diree f} pes, based n q

MainNet

MainNet is the current live network of ethereum. The current version of MainNet ig

homestead.

TestNet

TestNet is also called Ropsten and is the test network for the Ethereum blockchain, This
blockchain is used to test smart contracts and DApps before being deployed to the
production live blockchain. Moreover, being a test network, it allows experimentation and
research.

Private net(s)

More discussion on how to connect to teg
discussed in the next chapter,

(% Scanned with OKEN Scanner



—
Chapter 7

supporting protocols

There are various s_upporting protocols that are in deve '

fgl;l;\};]i(t)?\(tireacc?s‘ialzei ic_olsystem. This includes whispleorparrr:flnstv:/r;fr;dgic:?ozgﬁp?r: tatgg't'
eed to be dec entzali:z ed 1lrc1 ;Sdgi SC;I'CGilliJelockchain layer, there are additional la}'/ers tha: ion
includes dgcentralized S,torage nd decen:,rz ﬁzceoc?:ﬁ(l;t; giencg.rl&r;;llilszesrelc)cgzstgm. '1l'his
etheremlni;s a decentralized messaging protocol, whereas Swarm i}s) a ,decen%rai‘;:c? Pf dror
protocol. Both of these technologies are being developed currently and have been : 'Oraged
to provide the basis for a fully decentralized web. In the followi . aisaEr
technologies are discussed in detail. owing section, both

Whisper

Whisper provides decen.tralized peer-to-peer messaging capabilities to the ethereum
network. In essence, whisper is a communication protocol that nodes use in order to
communicate with each other. The data and routing of messages are encrypted within
whisper communications. Moreover, it is designed to be used for smaller data transfers and
in scenarios where real-time communication is not required. Whisper is also designed to
provide a communication layer that cannot be traced and provides “dark communication”
between parties. Blockchain can be used for communication, but that is expensive and
consensus is not really required for messages exchanged between nodes. Therefore, whisper

can be used as a protocol that allows

Whisper is already available with geth and can be enabled using the --shh option while

running the geth ethereum client.

Swarm

. , I
Swarm is being develo edasa distributed file st'orage P oy wssed by the
distributed angd Peer-tg-Peer storage network. Files In this network are addressed by

iti -ali rvices, where storage
is is I aditional centralized services, Whe
h i ent. This is in contra lized services, wher EL
isazsa(zlfatéﬁlratc Zrc\:tentral Jocation only. This is developed as a nat'lvi il;a:l:e lwli e
Ethereum web 3.0 stack. Swarm is integrated

i Distributed Denial of
network layer of Ethereumm- Swarm is envisaged 0 provide af]zrDE?}?egeum Ly
Sel‘Vice)—rezistant and fault-tolerant distribute

d storage 12V ncept and alpha
hi 4 Swarm are under development and ¢¥€" thoug! Prz(;;gili(\)/aila%le yet.
Z\;d:%?sat::aen :Veleased for Swarm, there is no

atform. Itis a decentralized,

stable production v
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